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FOUR TIPS FOR
SAFE ONLINE BANKING

Online banking technology makes managing your money
easier than ever before. Ensure safe and secure online
banking by following these tips!

1 START WITH A \/

GREAT PASSWORD

Make sure to use a strong
password that uses a mix

of letters, numbers and
special characters.

2

CONNECT
SECURELY

Always avoid online banking when
you're connected to a network you
don’t own. If you are on a public
network, connect with a Virtual
Private Network (VPN).

@ Keep your computer updated and
use antivirus software to protect

your login information.

4 o )
Turn off your wi-fi and use data instead /
when banking with your phone. DATA
WI-FI
3 PROTECT YOUR CARD
WITH CARDVALET ( )

Temporarily disable your card when it’s
not within a 5-mile radius of your location.
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CAFE GROCERIES GAS

I:IH | | T | | H disabling your card for

specific merchant types.

Control spending by

Quickly turn on and off your OFF
card when you're not using it.

4

MONITOR YOUR
ACCOUNTS REGULARLY

Keeping a close eye on your balance and
transactions is the best way to ensure safety
and security. You can easily check your balance
from your mobile device.

Opt to receive text notifications
when your card is used.

For more tips, visit www.bankofthejames.bank/blog




